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Abstract: Enforcement of a high-level statement of security policy may be difficult to discern
when mapped through functional requirements to a myriad of possible security services and
mechanisms in a highly complex, networked environment. A method of articulating network
security functional requirements, and their fulfillment, is presented. Using this method, security in
a quality of service framework is discussed in terms of “variant” security mechanisms and
dynamic security policies. For illustration, it is shown how this method can be used to represent
Quality of Security Service (QoSS) in a network scheduler benefit function1.

1  Introduction
Several efforts are underway to develop middleware systems that will logically combine net-

work resources to construct a “virtual” computational system  [4]  [7]  [8] . These geographically
distributed, heterogeneous resources are expected to be used to support a heterogeneous mix of
applications. Collections of tasks with disparate computation requirements will need to be effi-
ciently scheduled for remote execution. Large parallelized computations found in fields such as
astrophysics [14] and meteorology will require allocation of perhaps hundreds of individual pro-
cesses to underlying systems. Multimedia applications, such as voice and video will impose
requirements for low jitter, minimal packet losses, and isochronal data rates. Adaptive applica-
tions will need information about their environment so they can adjust to changing conditions.

User acceptance of these virtual systems, for either commercial or military applications, will
depend, in part, upon the security, adaptability, and user-responsiveness provided. Several of the
projects engaged in building the middleware to create these networks are pursuing the integration
of security [6]  [10]  [22] and quality of service [1]  [16] into these systems. The need for virtual
networked systems to both adapt to varying security conditions, and offer the user a range of secu-
rity choices is apparent.

In the network computing context, users or user programs may request the execution of “jobs,”
which are scheduled by an underlying control program to execute on local or remote computing
resources. The execution of the job may access or consume a variety of network resources, like:
local I/O device bandwidth, internetwork bandwidth; local and remote CPU time; local, interme-
diate (e.g., routing buffers) and remote storage. The resource usages may be temporary or persis-

1. This work was funded through the DARPA/ITO Quorum program.
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